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(C) From subsection (e)(1) of 5 U.S.C.
5562a because it is not always possible
to detect the relevance or necessity of
each piece of information in the early
stages of an investigation. In some
cases, it is only after the information
is evaluated in light of other evidence
that its relevance and necessity will be
clear.

(D) From subsections (e)(4)(G) and
(H) of 5 U.S.C. 552a because this SOR is
compiled for investigative purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) of 5
U.S.C. 552a because to the extent that
this provision is construed to require
more detailed disclosure than the
broad, generic information currently
published in the system notice, an ex-
emption from this provision is nec-
essary to protect the confidentiality of
sources of information and to protect
privacy and physical safety of wit-
nesses and informants.

§310.26 National Reconnaissance Of-
fice (NRO) exemptions.

(a) All systems of records maintained
by the NRO shall be exempt from the
requirements of 5 U.S.C. 552a(d) pursu-
ant to 5 U.S.C. 552a(k)(1) to the extent
that the system contains any informa-
tion properly classified under Execu-
tive Order 12958 and which is required
by the Executive Order to be withheld
in the interest of national defense of
foreign policy. This exemption, which
may be applicable to parts of all sys-
tems of records, is necessary because
certain record systems not otherwise
specifically designated for exemptions
herein may contain items of informa-
tion that have been properly classified.

(b) No system of records within the
NRO shall be considered exempt under
subsection (j) or (k) of the Privacy Act
until the exemption and the exemption
rule for the system of records has been
published as a final rule in the FED-
ERAL REGISTER.

(¢c) An individual is not entitled to
have access to any information com-
piled in reasonable anticipation of a
civil action or proceeding (6 U.S.C.
5562a(d)(b)).

(d) Proposals to exempt a system of
records will be forwarded to the De-
fense Privacy Office, consistent with
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the requirements of this part, for re-
view and action.

(1) System identifier and name. QNRO-
23, Counterintelligence Issue Files.

(i) Exemption. (A) Investigatory mate-
rial compiled for law enforcement pur-
poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(B) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system
of records may be exempt pursuant to
5 U.S.C. 552a(k)(2) and/or (k)(5) from
the following subsections of 5 U.S.C.
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and
(I), and (f).

(i1) Authority. 5 U.S.C. 552a(k)(2) and
(&)(®).

(iii) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
identity of the recipient, could alert
the subject to the existence of the in-
vestigation or prosecutable interest by
NRO or other agencies. This could seri-
ously compromise case preparation by
prematurely revealing its existence
and nature; compromise or interfere
with witnesses or make witnesses re-
luctant to cooperate; and lead to sup-
pression, alteration, or destruction of
evidence.

(B) From subsections (d)(1) through
(d)(4), and (f) because providing access
to records of a civil or administrative
investigation and the right to contest
the contents of those records and force
changes to be made to the information
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contained therein would seriously
interfere with and thwart the orderly
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded
under the Privacy Act would provide
the subject with valuable information
that would allow interference with or
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to
suppression, alteration, or destruction
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation; and result
in the secreting of or other disposition
of assets that would make them dif-
ficult or impossible to reach in order to
satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for law enforcement purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NRO will, nevertheless, continue to
publish such a notice in broad generic
terms as is its current practice.

(F) Consistent with the legislative
purpose of the Privacy Act of 1974, the
NRO will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
NRO’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered,

§310.26

the privacy of third parties will not be
violated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis.

(2) System identifier and name. QNRO-
10, Inspector General Investigative
Files.

(i) Exemption. This system may be ex-
empt pursuant to 5 U.S.C. 552a(j)(2) if
the information is compiled and main-
tained by a component of the agency
which performs as its principle func-
tion any activity pertaining to the en-
forcement of criminal laws. Any por-
tion of this system which falls within
the provisions of 5 U.S.C. 552a(j)(2) may
be exempt from the following sub-
sections of 5 U.S.C. 552a (¢)(3), (¢)4),
(@), @)D, (e)2), (e)3), Ee)H(G), (H),
and (D), (e)(5), (e)(8), (f), and (8).

(i1) Authority. 5 U.S.C. 552a(j)(2).

(iii) Reasons. (A) From subsection
(¢)(3) because the release of accounting
of disclosure would inform a subject
that he or she is under investigation.
This information would provide consid-
erable advantage to the subject in pro-
viding him or her with knowledge con-
cerning the nature of the investigation
and the coordinated investigative ef-
forts and techniques employed by the
cooperating agencies. This would
greatly impede the NRO IG’s criminal
law enforcement.

(B) From subsection (c)(4) and (d), be-
cause notification would alert a subject
to the fact that an open investigation
on that individual is taking place, and
might weaken the on-going investiga-
tion, reveal investigative techniques,
and place confidential informants in
jeopardy.

(C) From subsection (e)(1) because
the nature of the criminal and/or civil
investigative function creates unique
problems in prescribing a specific pa-
rameter in a particular case with re-
spect to what information is relevant
or necessary. Also, due to NRO IG’s
close liaison and working relationships
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with other Federal, state, local and for-
eign country law enforcement agencies,
information may be received which
may relate to a case under the inves-
tigative jurisdiction of another agency.
The maintenance of this information
may be necessary to provide leads for
appropriate law enforcement purposes
and to establish patterns of activity,
which may relate to the jurisdiction of
other cooperating agencies.

(D) From subsection (e)(2) because
collecting information to the fullest
extent possible directly from the sub-
ject individual may or may not be
practical in a criminal and/or civil in-
vestigation.

(E) From subsection (e)(3) because
supplying an individual with a form
containing a Privacy Act Statement
would tend to inhibit cooperation by
many individuals involved in a crimi-
nal and/or civil investigation. The ef-
fect would be somewhat adverse to es-
tablished investigative methods and
techniques.

(F) From subsection (e)4) (G)
through (I) because this system of
records is exempt from the access pro-
visions of subsection (d).

(G) From subsection (e)(b) because
the requirement that records be main-
tained with attention to accuracy, rel-
evance, timeliness, and completeness
would unfairly hamper the investiga-
tive process. It is the nature of law en-
forcement for investigations to un-
cover the commission of illegal acts at
diverse stages. It is frequently impos-
sible to determine initially what infor-
mation is accurate, relevant, timely,
and least of all complete. With the pas-
sage of time, seemingly irrelevant or
untimely information may acquire new
significance as further investigation
brings new details to light.

(H) From subsection (e)(8) because
the notice requirements of this provi-
sion could present a serious impedi-
ment to law enforcement by revealing
investigative techniques, procedures,
and existence of confidential investiga-
tions.

(I) From subsection (f) because the
agency’s rules are inapplicable to those
portions of the system that are exempt
and would place the burden on the
agency of either confirming or denying
the existence of a record pertaining to
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a requesting individual might in itself
provide an answer to that individual
relating to an on-going investigation.
The conduct of a successful investiga-
tion leading to the indictment of a
criminal offender precludes the appli-
cability of established agency rules re-
lating to verification of record, disclo-
sure of the record to that individual,
and record amendment procedures for
this record system.

(J) From subsection (g) because this
system of records should be exempt to
the extent that the civil remedies re-
late to provisions of 5 U.S.C. 552a from
which this rule exempts the system.

(iv) Exemption. (A) Investigative ma-
terial compiled for law enforcement
purposes, other than material within
the scope of subsection (j)(2), may be
exempt pursuant to 5 U.S.C. 552a(k)(2).
However, if an individual is denied any
right, privilege, or benefit for which he
would otherwise be entitled by Federal
law or for which he would otherwise be
eligible, as a result of the maintenance
of such information, the individual will
be provided access to such information
except to the extent that disclosure
would reveal the identity of a confiden-
tial source.

(B) Investigative material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system
of records may be exempt pursuant to
5 U.S.C. 5b2a(k)(2) and/or (k)(b) from
the following subsections of 5 U.S.C.
5562a(c)(3), (d), (e)(D), (e)4)(G), (H) and
(I), and (f).

(v) Authority. 5 U.S.C. 552a(k)(2) and
(&)(5).

(vi) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
existence of the investigation or pros-
ecutable interest by the NRO or other
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agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and
nature; compromise or interfere with
witnesses or make witnesses reluctant
to cooperate; and lead to suppression,
alteration, or destruction of evidence.

(B) From subsections (d) and (f) be-
cause providing access to investigative
records and the right to contest the
contents of those records and force
changes to be made to the information
contained therein would seriously
interfere with and thwart the orderly
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded
under the Privacy Act would provide
the subject with valuable information
that would allow interference with or
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to
suppression, alteration, or destruction
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation; and result
in the secreting of or other disposition
of assets that would make them dif-
ficult or impossible to reach in order to
satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for investigative purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NRO will, nevertheless, continue to
publish such a notice in broad generic
terms as is its current practice.

(F) Consistent with the legislative
purpose of the Privacy Act of 1974, the

§310.26

NRO will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
NRO’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal or
civil violation will not be alerted to
the investigation; the physical safety
of witnesses, informants and law en-
forcement personnel will not be endan-
gered, the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of the above nature will be
deleted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these
systems will be made on a case-by-case
basis.

(3) System identifier and name. QNRO-
15, Facility Security Files.

(i) Exemption. (A) Investigative mate-
rial compiled for law enforcement pur-
poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(B) Investigative material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system
of records may be exempt pursuant to
5 U.S.C. 552a(k)(2) and/or (k)(b) from
the following subsections of 5 U.S.C.
552a(c)(3), (d), (e)(1), (e)4)G), (H) and
(D, and (f).

(i1) Authority. 5 U.S.C. 552a(k)(2) and
(&)(®).
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(iii) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
existence of the investigation or pros-
ecutable interest by the NRO or other
agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and
nature; compromise or interfere with
witnesses or make witnesses reluctant
to cooperate; and lead to suppression,
alteration, or destruction of evidence.

(B) From subsections (d)(1) through
(d)(4), and (f) because providing access
to investigative records and the right
to contest the contents of those
records and force changes to be made
to the information contained therein
would seriously interfere with and
thwart the orderly and unbiased con-
duct of the investigation and impede
case preparation. Providing access
rights normally afforded under the Pri-
vacy Act would provide the subject
with valuable information that would
allow interference with or compromise
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression,
alteration, or destruction of evidence;
wrongdoing or mislead the course of
the investigation; and result in the se-
creting of or other disposition of assets
that would make them difficult or im-
possible to reach in order to satisfy
any Government claim growing out of
the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for investigative purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
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sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NRO will, nevertheless, continue to
publish such a notice in broad generic
terms as is its current practice.

(F) Consistent with the legislative
purpose of the Privacy Act of 1974, the
NRO will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
NRO’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal or
civil violation will not be alerted to
the investigation; the physical safety
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of the above nature will be
deleted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated above. The deci-
sions to release information from these
systems will be made on a case-by-case
basis.

(4) System identifier and name. QNRO-
19, Customer Security Services Per-
sonnel Security Files.

(i) Exemption. (A) Investigatory mate-
rial compiled for law enforcement pur-
poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(B) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
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but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system
of records may be exempt pursuant to
5 U.S.C. 5562a(k)(2) and/or (k)(5) from
the following subsections of 5 U.S.C.
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and
(I), and (f).

(ii) Authority. 5 U.S.C. 5562a(k)(2) and
(&)(®).

(iii) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
existence of the investigation or pros-
ecutable interest by the NRO or other
agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and
nature; compromise or interfere with
witnesses or make witnesses reluctant
to cooperate; and lead to suppression,
alteration, or destruction of evidence.

(B) From subsections (d)(1) through
(d)(4), and (f) because providing access
to investigatory records and the right
to contest the contents of those
records and force changes to be made
to the information contained therein
would seriously interfere with and
thwart the orderly and unbiased con-
duct of the investigation and impede
case preparation. Providing access
rights normally afforded under the Pri-
vacy Act would provide the subject
with valuable information that would
allow interference with or compromise
of witnesses or render witnesses reluc-
tant to cooperate; lead to suppression,
alteration, or destruction of evidence;
enable individuals to conceal their
wrongdoing or mislead the course of
the investigation; and result in the se-
creting of or other disposition of assets
that would make them difficult or im-
possible to reach in order to satisfy
any Government claim growing out of
the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
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light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for investigatory purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NRO will, nevertheless, continue to
publish such a notice in broad generic
terms as is its current practice.

(F) Consistent with the legislative
purpose of the Privacy Act of 1974, the
NRO will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
NRO’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal or
civil violation will not be alerted to
the investigation; the physical safety
of witnesses, informants and law en-
forcement personnel will not be endan-
gered; the privacy of third parties will
not be violated; and that the disclosure
would not otherwise impede effective
law enforcement. Whenever possible,
information of the above nature will be
deleted from the requested documents
and the balance made available. The
controlling principle behind this lim-
ited access is to allow disclosures ex-
cept those indicated in this paragraph.
The decisions to release information
from these systems will be made on a
case-by-case basis.

(5) System identifier and name. NRO-21,
Personnel Security Files.

(i) Exemption. (A) Investigatory mate-
rial compiled for law enforcement pur-
poses may be exempt pursuant to 5
U.S.C. 552a(k)(2). However, if an indi-
vidual is denied any right, privilege, or
benefit for which he would otherwise be
entitled by Federal law or for which he
would otherwise be eligible, as a result
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of the maintenance of such informa-
tion, the individual will be provided ac-
cess to such information except to the
extent that disclosure would reveal the
identity of a confidential source.

(B) Investigatory material compiled
solely for the purpose of determining
suitability, eligibility, or qualifica-
tions for federal civilian employment,
military service, federal contracts, or
access to classified information may be
exempt pursuant to 5 U.S.C. 552a(k)(b),
but only to the extent that such mate-
rial would reveal the identity of a con-
fidential source.

(C) Therefore, portions of this system
of records may be exempt pursuant to
5 U.S.C. 5562a(k)(2) and/or (k)(5) from
the following subsections of 5 U.S.C.
552a(c)(3), (d), (e)(1), (e)(4)(G), (H) and
(I), and (f).

(i1) Authority. 5 U.S.C. 552a(k)(2) and
(&)(®).

(iii) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
existence of the investigation or pros-
ecutable interest by the NRO or other
agencies. This could seriously com-
promise case preparation by pre-
maturely revealing its existence and
nature; compromise or interfere with
witnesses or make witnesses reluctant
to cooperate; and lead to suppression,
alteration, or destruction of evidence.

(B) From subsections (d)(1) through
(d)(4), and (f) because providing access
to records of a civil or administrative
investigation and the right to contest
the contents of those records and force
changes to be made to the information
contained therein would seriously
interfere with and thwart the orderly
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded
under the Privacy Act would provide
the subject with valuable information
that would allow interference with or
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to
suppression, alteration, or destruction
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation; and result
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in the secreting of or other disposition
of assets that would make them dif-
ficult or impossible to reach in order to
satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for law enforcement purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.
NRO will, nevertheless, continue to
publish such a notice in broad generic
terms as is its current practice.

(F) Consistent with the legislative
purpose of the Privacy Act of 1974, the
NRO will grant access to nonexempt
material in the records being main-
tained. Disclosure will be governed by
NRO’s Privacy Regulation, but will be
limited to the extent that the identity
of confidential sources will not be com-
promised; subjects of an investigation
of an actual or potential criminal vio-
lation will not be alerted to the inves-
tigation; the physical safety of wit-
nesses, informants and law enforce-
ment personnel will not be endangered;
the privacy of third parties will not be
violated; and that the disclosure would
not otherwise impede effective law en-
forcement. Whenever possible, informa-
tion of the above nature will be deleted
from the requested documents and the
balance made available. The control-
ling principle behind this limited ac-
cess is to allow disclosures except
those indicated above. The decisions to
release information from these systems
will be made on a case-by-case basis.
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(6) System identifier and name. QNRO-
4, Freedom of Information Act and Pri-
vacy Act Files.

(i) Exemption. During the processing
of a Freedom of Information Act/Pri-
vacy Act request, exempt materials
from other systems of records may in
turn become part of the case record in
this system. To the extent that copies
of exempt records from those ‘‘other”
systems of records are entered into this
system, the NRO hereby claims the
same exemptions for the records from
those ‘“‘other’’ systems that are entered
into this system, as claimed for the
original primary system of which they
are a part.

(i1) Awuthority. 5 U.S.C. 552a(j)(2),
k), (k)(2), (K)(3), (K4, (k)5), (k)®6),
and (k)(7).

(iii) Reasons. Records are only ex-
empt from pertinent provisions of 5
U.S.C. 552a to the extent such provi-
sions have been identified and an ex-
emption claimed for the original record
and the purposes underlying the ex-
emption for the original record still
pertain to the record which is now con-
tained in this system of records. In
general, the exemptions were claimed
in order to protect properly classified
information relating to national de-
fense and foreign policy, to avoid inter-
ference during the conduct of criminal,
civil, or administrative actions or in-
vestigations, to ensure protective serv-
ices provided the President and others
are not compromised, to protect the
identity of confidential sources inci-
dent to Federal employment, military
service, contract, and security clear-
ance determinations, and to preserve
the confidentiality and integrity of
Federal evaluation materials. The ex-
emption rule for the original records
will identify the specific reasons why
the records are exempt from specific
provisions of 5 U.S.C. 552a.

(7)) System identifier and name. QNRO-
27, Legal Records.

(i) Exemption. Any portion of this sys-
tem of records which falls within the
provisions of 5 U.S.C. 552a(k)(2) and
(k)(5) may be exempt from the fol-
lowing subsections of 5 TU.S.C.
552a(c)(3), (d), (e)1), (e)(4)(G), (H), and
(I), and (f).

(i1) Authority. 5 U.S.C. 552a (k)(2) and
(&)(®).

§310.26

(iii) Reasons. (A) From subsection
(c)(3) because to grant access to the ac-
counting for each disclosure as re-
quired by the Privacy Act, including
the date, nature, and purpose of each
disclosure and the identity of the re-
cipient, could alert the subject to the
existence of the investigation. This
could seriously compromise case prepa-
ration by prematurely revealing its ex-
istence and nature; compromise or
interfere with witnesses or make wit-
nesses reluctant to cooperate; and lead
to suppression, alteration, or destruc-
tion of evidence.

(B) From subsections (d) and (f) be-
cause providing access to investigative
records and the right to contest the
contents of those records and force
changes to be made to the information
contained therein would seriously
interfere with and thwart the orderly
and unbiased conduct of the investiga-
tion and impede case preparation. Pro-
viding access rights normally afforded
under the Privacy Act would provide
the subject with valuable information
that would allow interference with or
compromise of witnesses or render wit-
nesses reluctant to cooperate; lead to
suppression, alteration, or destruction
of evidence; enable individuals to con-
ceal their wrongdoing or mislead the
course of the investigation; and result
in the secreting of or other disposition
of assets that would make them dif-
ficult or impossible to reach in order to
satisfy any Government claim growing
out of the investigation or proceeding.

(C) From subsection (e)(1) because it
is not always possible to detect the rel-
evance or necessity of each piece of in-
formation in the early stages of an in-
vestigation. In some cases, it is only
after the information is evaluated in
light of other evidence that its rel-
evance and necessity will be clear.

(D) From subsections (e)(4)(G) and
(H) because this system of records is
compiled for investigative purposes
and is exempt from the access provi-
sions of subsections (d) and (f).

(E) From subsection (e)(4)(I) because
to the extent that this provision is con-
strued to require more detailed disclo-
sure than the broad, generic informa-
tion currently published in the system
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notice, an exemption from this provi-
sion is necessary to protect the con-
fidentiality of sources of information
and to protect privacy and physical
safety of witnesses and informants.

[84 FR 14730, Apr. 11, 2019; 84 FR 16210, Apr.
18, 2019]

§310.27 National Security
(NSA) exemptions.

(a) General exemption. The general ex-
emption established by 5 TU.S.C.
552a(j)(2) may be claimed to protect in-
vestigative records created and main-
tained by law enforcement activities of
the NSA.

(b) Specific exemptions. The specific
exemptions permit certain categories
of records to be exempt from certain
specific provisions of the Privacy Act.

(1) Exemption (k)(1I). Information
properly classified under Executive
Order 12958 and that is required by Ex-
ecutive Order to be kept secret in the
interest of national defense or foreign
policy.

(2) Ezxemption (k)(2). Investigatory in-
formation compiled for law-enforce-
ment purposes by non-law enforcement
activities and which is not within the
scope of §310.51(a). If an individual is
denied any right, privilege or benefit
that he or she is otherwise entitled by
federal law or for which he or she
would otherwise be eligible as a result
of the maintenance of the information,
the individual will be provided access
to the information except to the extent
that disclosure would reveal the iden-
tity of a confidential source. This sub-
section when claimed allows limited
protection of investigative reports
maintained in a system of records used
in personnel or administrative actions.

(3) Exemption (k)(3). Records main-
tained in connection with providing
protective services to the President
and other individuals identified under
18 U.S.C. 3506.

(4) Exemption (k)(4). Records main-
tained solely for statistical research or
program evaluation purposes and
which are not used to make decisions
on the rights, benefits, or entitlement
of an individual except for census
records which may be disclosed under
13 U.S.C. 8.

(6) Exemption (k)(5). Investigatory
material compiled solely for the pur-

Agency
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pose of determining suitability, eligi-
bility, or qualifications for federal ci-
vilian employment, military service,
federal contracts, or access to classi-
fied information, but only to the ex-
tent such material would reveal the
identity of a confidential source. This
provision allows protection of con-
fidential sources used in background
investigations, employment inquiries,
and similar inquiries that are for per-
sonnel screening to determine suit-
ability, eligibility, or qualifications.

(6) Exemption (k)(6). Testing or exam-
ination material used solely to deter-
mine individual qualifications for ap-
pointment or promotion in the federal
or military service, if the disclosure
would compromise the objectivity or
fairness of the test or examination
process.

(T) Exemption (k)(7). Evaluation mate-
rial used to determine potential for
promotion in the Military Services, but
only to the extent that the disclosure
of such material would reveal the iden-
tity of a confidential source.

(c) All systems of records maintained
by the NSA/CSS and its components
shall be exempt from the requirements
of 5 U.S.C. 552a(d) pursuant to 5 U.S.C.
562a(k)(1) to the extent that the system
contains any information properly
classified under Executive Order 12958
and that is required by Executive Order
to be kept secret in the interest of na-
tional defense or foreign policy. This
exemption is applicable to parts of all
systems of records including those not
otherwise specifically designated for
exemptions herein, which contain iso-
lated items of properly classified infor-
mation.

(1) System identifier and name. GNSA
01, Access, Authority and Release of In-
formation File.

(i) Exemption. (A) Investigatory mate-
rial compiled solely for the purpose of
determining suitability, eligibility, or
qualifications for federal civilian em-
ployment, military service, federal
contracts, or access to classified infor-
mation may be exempt pursuant to 5
U.S.C. 552a(k)(5), but only to the extent
that such material would reveal the
identity of a confidential source.

(B) Therefore, portions of this system
may be exempt pursuant to 5 U.S.C.
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